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Network Fundamentals

Overview

— Lesson Objective

This module introduces the network
components that together enable
communication between different
devices and services.

It also covers network architecture
models and their layers.

@_.

Network Protocols and Models

OSI| Model

TCP/IP Model

Transport Protocols and Logical Ports

Introduction to Wireshark Addresses

ARP and Encapsulation



Network Fundamentals

NETWORK PROTOCOLS AND MODELS



Client-Server

— Client :
s | Aclient represents the endpoint device (not
——J necessarily a PC) that requested an operation.
=
— Server \

A server represents the endpoint device that receives

a request and performs the requested operation.
g

— Web Browsing

Dear Server 18.77.22.44,
can you please send my
Facebook home page.

Sure! 10.2.2.7, here you
go, enjoy!

_.



Network Protocols and Models

Client-Server

— Client-Server Relationship

manages tasks and workloads by sharing them among providers
of resources and services (servers), and delivers responses to
service requesters (clients).

An alternative method is to use broadcast or multicast channels to distribute information.

The Client-Server model is a distributed application structure that




Network Protocols and Models

Common Network Protocols

DNS

HTTP is an unsecure protocol
used to transfer information
over the web.

Due to the fact that HTTP traffic
is not encrypted, it can be
sniffed on the network.

For example, if credit card
information is entered in an
HTTP website, it can be
captured in simple text format.

HTTP HTTPS

HTTP

HTTPS is the encrypted version
of HTTP.

It is used for secure
communication and is widely
used on the Internet.

Communication is encrypted
using TLS (Transport Layer
Security) or SSL (Secure Socket
Layer).

N

ZIS
DNS

Translates domain names to IP
addresses according to
predefined databases.

The DNS protocol is used for

address resolution in a network.

For example, when a URL is
entered in a browser, the DNS
protocol translates the domain
that was entered to an IP
address.

FTP

File Transfer protocol is used to
transfer files over the network.

For example, the FTP service can
be used to transfer files to
another device over the
network.




Network Protocols and Models

Common Network Protocols

~»

-

J

The DHCP service is responsible
for assigning an IP address to
each device on a network
configured to use DHCP, such as
PCs, Routers, Firewalls, Servers,
etc.

For example, a PC configured
with DHCP will automatically be
assigned an IP address upon
startup.

4@»

Simple Mail Transfer Protocol is
the standard protocol for mail
transfer over the Internet.

For example, when an Email is
sent over the network, the
SMTP protocol manages the
operation.

&

Secure SHell is a secure
command line protocol that
allows the user to run remote
commands on a remote
machine.

Any data that passes through
SSH is encrypted.

For example, when a remote
connection is made to a device,
the connection is made using
SSH on port 22.

Internet Control Message
Protocol is used by network
devices to generate error
messages when IP packets are
not able to reach their
destinations.




Network Protocols and Models

Network Models

— Network Model Concept

The idea behind creating a networking model was to set a standard for

- - the development and usage of network components.

Standards allow devices to communicate without requiring continuous
configuration in different device platforms.

In addition, dividing the networking process into smaller sub-processes
helps debug issues and pinpoint solutions.

TCP/IP and OSI were developed around the same time, with the aim of solving the same problem.



Network Protocols and Models

OSI Vs. TCP/IP

Today, OSI and TCP/IP are very similar due to the way they evolved over time.

OSl is often used as an educational model, while TCP/IP is used more as a practical model.

— OSI \

OSl is a network model in which each functionality of the network is represented by a layer.

There are 7 layers, in which the functionality of each is dependent on the one below it.

OSI was developed by the International Organization of Standardization.

g ﬁ _
— TCP/IP ~

The first TCP/IP specification was submitted several years after the OSI model.

The original TCP/IP model consisted of 4 layers, but was later updated to the current 5 layers.
However, the 4-layer version is still more commonly used.

TCP/IP is used for network analysis, due to its lesser involvement with the top 3 layers.

! I/_J
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OSI MODEL



OS| Model

Open System Interconnection

— OSI Model

* OSl defines a networking framework to implement protocols in layers.

e OSl conceptually divides computer network architecture into a logical
seven-layer progression.

* Lower layers deal with electrical signals, chunks of binary data, and
routing data across networks.

* Higher levels cover network requests and responses, data representation,
and network protocols, from a user's viewpoint.

OSl was developed by the International Organization for Standardization (ISO) in 1974.




OS| Model

OSI Model

The OSI model is divided into 7 layers:
Application, Presentation, Session,
Transport, Network, Datalink, Physical.

When network traffic is generated, it
is assembled (encapsulated) from the
top layer to the bottom layer.

When received, traffic goes through
the model in the reverse direction:
from bottom to top (decapsulated).

— OSI

Transmit Data

APPLICATION

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATA LINK

PHYSICAL i

Physical Layer

r 3

-
L

Receive Data

APPLICATION

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATA LINK

PHYSICAL
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— Layer 7 - Application

OS| Model

Upper Layers

Users interact directly with applications that operate at
Layer 7. Examples of Layer 7 applications include web
browsers such as Google Chrome, Firefox, and Safari,

and other applications, such as SSH and FTP.
% _
— Layer 6 - Presentation \
The Presentation Layer prepares or translates data from
- application format to network format, and vice versa.
An example of the Presentation Layer operation is the
! encryption and decryption process. ﬁ D

— Upper Layers

APPLICATION
PRESENTATION

SESSION

— Layer 5 - Session

The session layer is responsible for creating a session
between two devices.

It is also responsible for session checkpoints and recovery.

' ﬁd

1 —
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OS| Model

Transport Layer

— Layer 4 - Transport

The Transport Layer handles coordination of data transfer between end
systems and hosts, including how much data to send, at what rate,
destination, etc. Data in this layer is organized into segments.

The transport layer determines if the connection should be instantiated, how

to verify data integrity, how to recover from a connection error, and if
retransmission is necessary.

The protocols in this layer provide flow control, multiplexing, and reliability.

TCP and UDP are discussed in more detail in later slides.

15



OS| Model

Network Layer

— Layer 3 - Network

The Network Layer organizes data into packets called IP datagrams that
contain logical source and destination addresses.

Routers operate in this layer.
The Network Layer’s job is to allow hosts to send packets across multiple

paths to any other network, and deliver them to their destinations, via
routers operating on this layer.

Diagnostic tools, such as ping and tracert operate in this layer.

16



OS| Model

Lower Layers

— Layer 2 — Data Link

wesmseen_ The Data Link Layer provides node-to-node data transfer (between two directly connected

=WWWW® nodes)and can provide the means to detect errors that may occur in the Physical Layer.
Switches operate in this layer. Data in this layer is organized into frames.

: %_J

— Layer 1 -Physical

The Physical Layer defines the details of how data is physically sent through the network.

This layer determines how bits are electrically or optically transferred by hardware devices that
w interface directly with a network medium, such as coaxial cable, optical fiber, or twisted-pair
° - copper wire.

Hubs operate in this layer.

! %—‘

The Data Link Layer includes two sub-layers: MAC (Media Access Control) and LLC (Logical Link Control).

17



OSI Model

Protocol to Layer

Each network protocol is assigned to a particular OSI layer.

— Common Protocols in Each Layer

LAYER PROTOCOLS

Application DNS, DHCP, SSH, HTTP\S, FTP, SNMP, SMTP, POP3

Presentation Encryption, Encoding, SSL, ASCII, EBCDIC, TIFF, GIF, PICT, JPEG, MPEG, MIDI
Session NFS, NetBios names, RPC, SQL

Transport TCP, UDP, RTP, SCTP

Network IPv4, IPv6, ICMPv4, ICMPvV6, IPX

Data Link Ethernet, PPP, FDDI, ATM, IEEE 802.5/ 802.2, HDLC, Frame Relay

Physical Ethernet (IEEE802.3), Wi-Fi (IEEE 802.11), FDDI, B8ZS, V.35, V.24, RJ45




OS| Model

Memorize the Layers

— Memory Tips

All People Seem To Need Data Processing
Please Do Not Throw Sausage Pizza Away

Please Do Not Touch Steve’s Pet Alligator

19



Encapsulation

Data Encapsulation

— What is Encapsulation?

When a message is sent from source to destination, it must have a
specific format or structure. Message formats depend on the type of
message and the channel used to deliver it.

The opposite process of encapsulation is called decapsulation. This is
when the host is on the receiving side.

The same process occurs in OSl and TCP/IP using the same protocols.




Encapsulation

Data Encapsulation

— Encapsulation

A,

A

N\

For example, to send mail, we place a message in an envelope —
encapsulation. The envelope is written in a format the mail service
accepts and is sent to the destination. The receiving side opens the
envelope and takes out the message — decapsulation.

The envelope is similar to a network Frame.

21



ARP and Encapsulation

Encapsulation Process

~

As an example, we can focus on the process of sending data.
The first step in the process is ... YOU!

When you click on a link:

The Application layer creates an HTTP header requesting the
web page from the server.

The Presentation layer encodes, encrypts, or compresses the
data traveling down from the Application layer, if necessary.
For example, it may convert text to a binary string.

The Session layer determines the direction of the data: one-
way or two-way, and whether the connection is secure or not.
In addition, a session ID is assigned to the connection.

~

Encapsulation in Layers 4-7

Data

APPLICATION

HTTP GET
www.facebook.com

Data

\_ J

The Transport layer adds a header containing the source and
destination logical ports, and other control information.

This layer also divides data from upper layers into smaller pieces
called Segments. Each segment is a maximum (MSS) of 1460
bytes.

PRESENTATION

SESSION

TRANSPORT

0101101010101010
1101010101001101

Data

0101101010101010
1101010101001101

TCP Header

Src: 51001 Dst:80

This is called a

0101101010101010
1101010101001101

g



ARP and Encapsulation

Encapsulation Process

| Transmission Unit) of 1500 bytes.

The Network Layer adds a header to the segment with
the IP source and destination addresses, and other
control information (such as TTL) . During this step, the
segment is encapsulated in a packet.

Packets are limited to a maximum size (MTU — Maximum

-~

.

The Data Layer adds a Header and Trailer to the packet.
The header contains the physical source and destination
addresses. The trailer, also known as FCS, is for frame
error checking only.

”

The Physical layer accurately transmits the Frames along
the physical medium. For example, it sends electric
pulses over an Ethernet cable, or wireless radio waves.

— Encapsulation in Layers 1-3

NETWORK

DATA LINK

PHYSICAL

This is called a
Packet

IP Header TCP Header Payload

Src: 10.0.0.1 Src: 51001 010110101
Dst:80.7.1.2 Dst:80 001010100

This is called a

Frame

Ethernet Header IP Header TCP Header FCS
Src: 00:aa:bf:22:11:11] Src: 10.0.0.1 |Src: 51001} 01011 CRC
Dst: 00:cc:ff:69:11:11| Dst:80.7.1.2 Dst:80 01010 § OxA78
00101001010101010

10101001101010001

> YUl
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TCP/IP Model

Transmission Control Protocol/Internet Protocol

— TCP/IP Model

network devices on the Internet.

and received by the destination.

- TCP/IP was designed to make networks reliable and enable them to
automatically recover from the failure of any device on the network.

TCP/IP was developed by DARPA in the US Department of Defense, in 1982.

This model is a suite of communication protocols used to interconnect

The model describes how data is exchanged over the Internet, including
v how data should be divided into packets, addressed, transmitted, routed,

I
Q.I
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TCP/IP Model

TCP/IP Layers

Layers in the TCP/IP model are similar to
those in the OSI, except for the top three
layers.

TCP/IP uses the client-server model of
communication in which a user or machine
is given access to a service by another
computer on the network.

o

Collectively, the TCP/IP suite of protocols is
classified as ”Stateless”, which means each
client request is considered new, and is
unrelated to previous requests.

3

— TCP/IP

Transmit Data

APPLICATION

TRANSPORT

INTERNET

A 4

Network Access M

Physical Layer

Receive Data

APPLICATION

TRANSPORT

INTERNET

Network Access

HEONE
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TCP/IP Model

Application Layer

— Layer 4

The Application Layer defines TCP/IP application protocols and how host
1 programs interface with Transport Layer services to use the network.

The Application Layer includes all higher-level protocols, such as DNS, HTTP,
Telnet, SSH, FTP, TFTP, SNMP, SMTP, DHCP, X Windows, RDP, and others.

The TCP/IP top layer is equivalent to the combined three top layers of OSI.




TCP/IP Model

Transport Layer

— Layer 3

The Transport Layer handles coordination of data transfer between end systems

and hosts, including how much data to send, at what rate, destinations, etc.

The transport layer determines if the connection should be instantiated, how to

verify data integrity, how to recover from a connection error, and if retransmission

is necessary. Data in this layer is organized into segments.

The protocols in this layer provide flow control, multiplexing, and reliability.

The Transport layer in TCP/IP corresponds to the Transport Layer in OSI.

28



TCP/IP Model

Internet Layer

— Layer 2

The Internet Layer organizes data into packets called IP datagrams that
contain logical source and destination addresses.

Routers operate in this layer.

The Internet Layer’s job is to allow hosts to send packets across multiple
paths to any other network, and deliver them to their destinations, via
routers operating on this layer.

The Internet layer in TCP/IP corresponds to the Network Layer in OSI.

29



TCP/IP Model

Network Access

— Layer 1

The Network Access Layer is the lowest layer of the TCP/IP protocol model.

Packets from the Internet layer are sent to the Network Access layer for delivery
within the physical network. Data in this layer is organized into frames.

Protocols in this layer provide the means for the system to deliver data to other
devices in a directly connected network, using physical addresses (MACs).

The protocols and standards defined for this layer dictate how data is transmitted

on the media (Ethernet cable, wireless connection, others).

The Access Layer of the TCP/IP model corresponds with the Data Link and Physical layers of OSI.

30
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Transport Protocols and Logical Ports

Transport Protocols

— TCP & UDP

TCP and UDP are protocols that are used to transmit

data over the network.
TCP and UDP operate in Layer 4 (Transport Layer).

There are other Transport Layer protocols, such as RTP and SCTP, but they are beyond the scope of this lesson.




Transport Protocols and Logical Ports

TCP

— Transmission Control Protocol

TCP is more trusted and commonly used than UDP.
It verifies the availability of all parties before initiating a connection,
_ by performing a three-way handshake. It then marks packets and
makes sure they are received in the correct order.

TCP is described in detail in RFC 793.

33



Transport Protocols and Logical Ports

UDP

— User Datagram Protocol

UDP is less strict about data integrity and is more speed-oriented.

UDP simply sends packets, without checking the data, even if nobody is

ready to receive them.

This type of communication works better when streaming content, such

as audio, where some packets may be skipped without affecting the
entire stream.

UDP is described in detail in RFC 768.

34



Transport Protocols and Logical Ports

TCP Vs UDP

Connection-oriented protocol.

Suitable for applications that require high reliability,
where transmission time is less critical.

Rearranges data packets in the order specified.

Guarantees that transferred data remains intact. If a
packet is corrupt upon arrival, it is resent.

Errors are detected via checksum.

TCP is relatively slow.

— TCP ~

— UDP

A connectionless protocol.

Suitable for applications that need fast, efficient

gueries from large numbers of clients.

transmission. Also useful for servers that answer small

Packets may arrive out of order, UDP does not
rearrange them.

are sent will reach their destinations.

There is no guarantee that messages or packets that

UDP does error-checking but simply discards

erroneous packets. Error recovery is not attempted.

UDP is relatively fast.

(@g@_a
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Transport Protocols and Logical Ports

TCP Flags

TCP uses flags to provide additional useful information or control the connection.

— TCP Flags
Flag Role
SYN Synchronization - this is the first flag between two hosts, and is used to establish a 3-way handshake.
ACK Acknowledged - acknowledges successful receipt by the host.
RST Reset - Terminates a connection if a TCP failure occurs or a conversation is not permitted.
FIN Finish - Requests connection termination.
PSH Push - Immediately sends all buffered data.

URG Urgent - Data with a URG segment is forwarded to the Applications Layer immediately.




Transport Protocols and Logical Ports

3-Way Handshake

A 3-way handshake is responsible for
communication between network
devices that use TCP.

~

The handshake is known as “3-way”
because it includes 3 steps:

1. The client sends “SYN”.

2. The server responds with “SYN-ACK”.
3. The client finalizes with “ACK”.

When the process ends successfully, a

transferred between them.

connection is established between the client
and the server, and data can immediately be

— 3-Way Process
Client

l Send SYN ]

Server

SYN, ACK Received

l Send ACK ]

— [ SYN Received

Send SYN, ACK

~— || Established

)

%_,

= ¥



Transport Protocols and Logical Ports

Session Termination

Session Termination is the last stage of a
TCP connection. This is when
communication ends and the session is
closed.

-

»

-
Step 1 - One of the sides (client) requests to

the other side (server).
Step 2 - The receiver of the FIN flag (server)
returns an ACK flag, to approve the request.

client.
Step 4 - The client approves the FIN request

The connection is then terminated.

-

close the connection by sending a FIN flag to

Step 3 -The server then sends a FIN flag to the

by the server, and responds with an ACK flag.

N

J

— Termination Process

Client

HTML

| Send FIN

ACK Received

Server

= [ FIN Received

©

Send ACK

U | Send FIN

[ FIN Received

Send ACK

ACK Received

%_,
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Transport Protocols and Logical Ports

Logical Ports

— What are Logical Ports?

IN

In computer science, a logical port is a number assigned to a “logica
connection, which is used to represent a service or protocol on the end
device.

An IP address can send packets to the destination host, but not to the
destination service on that end device.

As an example, a street address can lead to the correct building, but it does
not specify the apartment number within that building.

a8



Transport Protocols and Logical Ports

Logical Port Groups

There are 65,536 in TCP and 65,536 UDP ports, divided into three main groups, as follows:

— Well-Known Ports
Port numbers in the “well-known” port range are assigned to commonly used and essential
@C‘ﬂ.@ZB protocols. The port numbers are permanent, and every network administrator must know them.
We use these numbers all the time, without realizing it.
The range includes protocols such as HTTPS, DNS, DHCP, Email protocols, and others.

| 4

—

— Registered Ports

1@)2@’ ~  IANA assigned these ports for IT companies that want to register them for proprietary
@@151 applications. For example, Microsoft RDP 3389 and Dropbox 7600.

ﬁ—‘
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Logical Port Groups

— Dynamic & Private Ports

This group covers the remaining logical ports that are available for any application.
The port range is known as “client ports” and is usually used for logical client

@@152 ~ connection.

For example, a host connecting to a web server sends requests to port 80. This lets

@5535 the web server know which service the client is requesting. However, the return
traffic must be sent to a source port, which is chosen randomly. When the connection
closes, the port can be reused for another connection, enabling the client to establish
multiple connections and manage responses from multiple sources.

41



Transport Protocols and Logical Ports

Common Protocol Ports

The following table lists common network protocols and their TCP and UDP ports.

— Logical Port Numbers

Protocol TCP\UDP Logical Ports Protocol TCP\UDP Logical Ports
HTTP TCP 80 SSH TCP 22
HTTPS TCP 443 RDP TCP 3389

DNS UDP 53 SMB TCP 445
DHCP UDP 67, 68 FTP TCP 20, 21
SMTP TCP 25, 587 TFTP UDP 69
POP3 TCP 110 NTP UDP 123

E===




Viewing Open Ports

Ports are used to receive and
send data.

e

A web server will open Port 80

in listening mode if it intends to
receive HTTP traffic.

1

7

.

A client will open a random
port for each server it accesses
when browsing the web.

7

-

To inspect open ports, use
the command netstat —ab
a stands for all.

b stands for the names.

— Netstat
C:\WINDOWS\system32>netstat -ab
Active Connections

Proto Local Address Foreign Address

TCP 0.0.0.0:135 Server_01:0
[svchost.exe]

TCP 0.0.0.0:443 Server_01:0
[vmware-hostd.exe]

TCP 0.0.0.0:445 Server_01:0
Can not obtain ownership information

TCP 0.0.0.0:902 Server_01:0
[vmware-authd.exe]

TCP 0.0.0.0:912 Server_01:
[vmware-authd.exe]

TCP 0.0.0.0:1536 Server_01:
[svchost.exe]

TCP 0.0.0.0:1538 Server_01:
[svchost.exe]

TCP 0.0.0.0:1539 Server_01:

State
LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

LISTENING

</>
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Transport Protocols and Logical Ports

Quiz Time

According to the materials learned in the previous part, answer the following questions as best as you can.

You may use external materials, such as Internet searches.

— Communication Roles

Number Question

Briefly describe the operation or function of each layer. (For example, Layer 6 encodes, encrypts, and compresses the

. information)

2 List two to three main protocols that operate in each layer. (For example IP, ICMP-Network Layer)

3 List two protocols that use TCP, and two that use UDP.

4 Describe the TCP 3-Way Handshake.

5 List the logical ports of the following protocols: HTTP, HTTPS, DNS, FTP, SMTP.

6 How many layers do the TCP/IP and OSI models have, and what are their names? (Try to answer from memory)
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Introduction to Wireshark

Wireshark

-

Wireshark is a free application
that enables the capture and
viewing of data traveling back
and forth on the network.

e .
It is able to read the contents
of each packet and apply
different filters.

- i

-

Wireshark is commonly used to
troubleshoot network
problems, and develop and test
software.

.

3

— Wireshark

m = | Expression... +

# Ready to load or capture

You are running Wireshark 3.0.1 (v3.0.1-0-gea351cd8). You receive automatic updates.

‘ he Wireshark Metwaork Analyzer

File Edit View Go Capture Analyze Statistics Telephor Wireless  Tools He

Am7® 1R Re=>2=2PEEQAQAQn

[—. | Apply a display filter ... <Ctrl-/>
Welcome to Wireshark
Capture
...using this filter: [ [Enter a capture filter ... '] All interfaces shown ™
No Interfaces found.
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists

| | No Packets

|| profile: Default

=
f _— )
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Capturing Data

- — Wireshark 1
I.‘
[ . . b anm 0] ERE Se=s=F L4Z EaaqE
When invoked, Wireshark B -
resents an initial screen with = = - — = e B
P _ . 10.000000 10.1.20.1 157.240.1.. TLSv1.2 85Application Data =
a list of available network ’7 20.978309 157.240.1.53 10.1.20.1 TCP 60443 > 8199 [ACK] Seq=1 Ack=32 Win=144 Len=0 =
interfaces. 39.131308 10.1.20.1 62.0.136... TCP 55 [TCP segment of a reassembled PDU] —
. ) 40.131571 62.6.136.237 10.1.20.1 TCP 66 8093 » 11632 [ACK] Seg=1 Ack=2 Win=254 Len=@ SLE=1 SRE=2 —
]
—
60.195710 10.1.20. 157.240.1.. —

Selecting an interface will start
the capture of all traffic that
passes through it.

I
I
i ‘ 50.155242 157.246.1.53 10.1.20.1 TLSvl.2 92 Application Data
[ -13175¢

|

I

Wireshark can also be used to

open traffic captured by other Frame 1: 85 bytes on wire (680 bits), 85 bytes captured (680 bits) on interface @ g
Ethernet II, Src: HewlettP 3e:5b:9e (f4:39:89:3e:5b:9e), Dst: Fortinet 4e:8b:12 (84:d5:90:4e:8b:12)

tools, such as TCP dump. ’ = 2 =

q < P ) Internet Protocol Version 4, Src: 10.1.20.1, Dst: 157.240.1.53

Transmission Control Protocol, Src Port: 8199, Dst Port: 443, Seq: 1, Ack: 1, Len: 31

Captured data can be exported 0068 084 d5 90 4e 8b 12 f4 39 09 3e Sb 9e @8 0@ 45 @0 N---9 ->[---E =]
. . 80 47 da 81 40 00 80 06 63 08 ©Qa 01 14 @1 od fe G--@ €
into .pcap or .pcapng files. @1 35 20 07 91 bb 5a 42 67 7e a@ @c @9 b2 50 18 -5 ---ZB g~--- P
04 B3 8o Qe 00 90 17 ©3 03 00 la ca 99 84 e4 @0 .
DD nireshark_Ethernet_0200721130008_ 14160, peapng Fackels: 522 * Displayed: 496 (95.0%) Frofile: Default
_ —




Introduction to Wireshark

Wireshark - Main View

— Packet List

Packet List is the main view of Wireshark. It lists captured packets in the order of their capture,

“ and offers various search and filter options.

' ﬁ—‘

— Packet Details
Packet Details is the part in the middle that displays the details of a specific packet.

Ethernet (Data Link), and IP (Network).

Ly

o=
:_/ The details are divided into fields corresponding to TCP/IP layers, such as the Frame (Physical),

ﬁd

— Packet Bytes

hexadecimal format and ASCII encoding.
)

-Il The bottom part of the view corresponds to the actual bytes of the selected packet, in

48



Introduction to Wireshark

ICMP Traffic

— Wireshark )
M \cve Samplecap i
File Edit ) Go Capture Analyze Statistics Telephony Wireless Tools Help
. . A m RNE R e==EF &S =
The Ping command includes a [i—l - =T =Q84axn —
Apply a display filter ... <Ctrl-/> = | Expression... +
request and a reply.
Mo. Time Source Destination Protocol  Length Info S
1 ©.060800808 172.42.0.157 172.42.0.148 IcMp 98 Echo (ping) request 1id=@x@cda, seq=1/256, ttl=64
Each ICMP packet is numbered 2 0.300934 172.42.0.140 172.42.0.157 ICMP 98 Echo (ping) reply id=@x@cda, seq=1/256, ttl=64
: e . 3 1.880925 172.42.8.157 172.42.09.148 IcMp 98 Echo (ping) request id=@x@cda, seq=2/512, ttl=64
and can be identified to find a 4 1.298136 172.42.0.140 172.42.0.157 ICMP 98 Echo (ping) reply id=6x0cda, seq=2/512, ttl=64 &
corresponding response. : ’ :
\ J Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) &
> Ethernet II, Src: Vmware_c6:21:44 (00:0c:29:c6:21:44), Dst: SamsungE_83:45:3b (04:d6:2a:83:45:3b)
ICMP has 0n|y fOUFﬂEldS since > Internet Protocol Version 4, Src: 172.42.8.157, Dst: 172.42.0.148
. v Internet Control Message Protocol
Iitisa Layer 3 prOtOCOL Type: 8 (Echo (ping) request)
Code: @
( . ) Checksum: 8x7d98@ [correct]
In Windows each ICMP echo [Checksum Status: Good]
(ping) packet includes all the SAEREISIEE ARE)S 32590 Eadcacy
. Identifier (LE): 55820 (@xda@c)
basic symbols and numbers on Sequence number (BE): 1 (@x0001)
the keyboa rd Sequence number (LE): 256 (0x0108) v
\ y 6006 e4 dé aa 83 45 3b 00 @c 29 c6 21 44 08 00 45 09 E; )-1D--E ~
f016 88 54 Bc 1a 40 00 40 @1 55 11 ac 2a @@ 9d ac 2a T--@-@ U--*...%
6026 ©0 8c P8 080 7d 98 Oc da @@ e1 e9 53 bb 5c 80 28 vees} S\
0030 ©0 20 P4 11 66 00 00 €0 ©0 @0 19 11 12 13 14 15  +---vvee cav
6046 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 - ---oon o 1" 5#8%
6056 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &' ()*+,- ./012345 v
O ¥ 1cMP sample.cap || Packets: 8 - Displayed: 8 (100.0%) || profile: Default

~ =
f _— )



Introduction to Wireshark

DNS Traffic

DNS traffic includes multiple
requests and replies.

— Wireshark

Most of a search tree will not
appear in a packet. Only the
request and response.

DNS may try to automatically
resolve both A and AAAA
records corresponding to the
IPv4 and IPv6 addresses
respectively.

|
aAm @ TRB e=2ETF LT =QAQaB
lT.‘.‘::-u a display filter <Cerl+/> E Expression... +
No. Time Source Destination Protocol  Length Info
T 1 8.000000 172.42.0.151 172.42.0.138 DNS 74 Standard query @xd282 AAAA api.segment.io _
- 2 9.010187 172.42.0.138 172.42.0.151 DNS 158 Standard query response @xd282 AAAA api.segment.io SOA
3 5.9e6976 172.42.0.157 172.42.0.138 DNS 71 Standard query @xb970 A
4 5.994438 172.42.0.138 172.42.0.157 DNS 87 Standard query response @xb97@ A .com A 107.180.
5 5.995163 172.42.0.157 172.42.8.138 DNS 71 Standard query @x@276 Iyyyg
6 6.121930 172.42.0.138 172.42.0.157 DNS 142 Standard query response 0x0276 AAAA .com SOA nsl
< »
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) al
Ethernet II, Src: LcfcHefe_7a:4b:17 (eB:6a:64:7a:4b:17), Dst: D-LinkIn_d7:48:d@ (78:32:1b:d7:48:d0)
Internet Protocol Version 4, Src: 172.42.90.151, Dst: 172.42.0.138
User Datagram Protocol, Src Port: 62297, Dst Port: 53
- Domain Name System (query)
Transaction ID: @xd282
Flags: 8x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @ v
0008 78 32 1b d7 48 d0 eB 6a 64 7a 4b 17 08 00 45 0@ x2 M- -j dzK- - -E
9912 9@ 3c 6f bb 00 00 80 11 71 80 ac 2a 0@ 97 ac 2a <0- g+ :®
9020 00 8a 3 59 90 35 @0 28 bl 10 d2 82 @1 00 8@ e1 Y:5:( ..
9930 00 90 00 00 00 00 03 61 70 69 07 73 65 67 6d 65 a pi-segme
2040 6e 74 02 69 6f 00 90 1c 00 01 nt-io-
@ 7 DNS Sample.cap | Packets: 6 * Displayed: 6 (100.0%) | Profile: Default
: —
f _— )
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Introduction to Wireshark

HTTP Traffic

HTTP is an unsecure protocol
used to transfer information
over the web.

Since HTTP traffic is not
encrypted, it can be sniffed
on the network.

— Wireshark

<

-
M HTTP Sample.cap — .
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami® Rex>EF LI ERrQAQHE
[ |httl9 '] Expression... +
Mo. Time Source Destination Protocol  Length Info
16 14.384881 172.42.0.157 192.195.77.80 HTTP 779 POST /login-form/ HTTP/1.1 (application/x-www-form-url
22 14.57127¢ 192.195.77.86@ 172.42.0.157 HTTP 357 HTTP/1.1 200 OK (text/html)

Frame 16: 779 bytes on wire (6232 bits), 779 bytes captured (6232 bits)
Internet Protocol Version 4, Src: 172.42.0.157, Dst: 192.195.77.80

Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "username” = "lionk"
Form item: "password” = "Aal23456"
Form item: "submit" = "Login"

Transmission Control Protocol, Src Port: 60834, Dst Port: 80, Seq: 1, Ack: 1, Len:

Ethernet II, Src: Vmware c6:21:44 (00:0c:29:c6:21:44), Dst: D-LinkIn _d7:48:d@ (78:32:1b:d7:48:d@)

713

0000 78 32 1b d7 48 d@ @0 @c 29 c6 21 44 45 @0
0010 @2 fd bf 2f 40 00 40 96 bd f@ ac 2a @9 9d c@ c3 - - /@@ ---* .-
9020 4d 50 ed a2 @@ 50 dd 31 94 33 cb c3 de c6 80 18 MP---P-1 :3-.....
6036 ©8 e5 bd ca 90 00 @1 @1 ©8 ea c7 af b 43 d9 21 ... vaeaaCol
o046 5f ed 58 4f 53 54 20 2f 6¢ 6f 67 69 6e 2d 66 6F _+POST / login-fo
A58 72 6d 2f 20 48 54 54 50 21 31 2e 31 ed @a 48 6f rm/ HTTP /1.1--Ho
0060 73 74 3a 20 77 77 77 2e 64 65 6d 6f 2¢ 61 6d 69  st: www. demo.ami
0070 74 6a 61 6b 68 75 2e 63 6f 6d @d @a 55 73 65 72 tjakhu.c om--User

BosE0 2d 41 67 65 be 74 3a 20 4d 6f 7a 69 6c 6C 61 2f  -Agent: Mozilla/
6096 35 2e 30 20 28 58 31 31 3b 20 4c 69 6e 75 78 20 5.8 (X11 ; Linux
0020 78 38 36 5f 36 34 3b 20 72 76 3a 36 30 2e 30 29 x86_64; rv:60.09)

@

HTTP Sample.cap

|| Packets: 31 - Displayed: 2 (6.5%)

("

|| Profile: Default.

=
f _— )
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Filtering Traffic

- — Wireshark )
M HTTP Sample.cap - b4
3 File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
A .pcap file can contain Ami® R Qe=2=Z2F o = Qaqaan
thousands of packets, even (W] Apply a display fiter .. <Ctrl-/> — | Expression.. +
after a few seconds of |ogg|ng Mo. Time Source Destination Protocol  Length Info :T
\ J 1 0.600000 172.42.6.157 81.218.31.137 TCP 66 38908 - 80 [ACK] Seq=1 Ack=1 Win=329 Len-@ TSVal—

[TCP A unseen s ent]

3 3.426254 172.42.0.151 e e - —= 60 16852 - 80 [ACK] Seq=1 Ack=1 Win=1023 Len 1
66 88 -» 16852 [ACI(] Seq:l Ack=2 Win=260 Len=0 SLE=1

T.O view the paCkeFS EfflClently’ 4 3.488723 85.114.134.23 1 Mark/Unmark Packet '
filters can be applied. 3. 243549

Ignore/Unignore Packet

il Set/Unset Time Reference
= - 1 Time Shift...
Filters can also be applied : " Packet Comment.. ve ACK] 16852 - 80 [ACK :
PP 9 14.146553 172.42.8.157 1 74 60446 - 80 [SYN] Seq ® Win=29200 Len=0 MSS=1460 S
durlng capture to prevent 10 14.206035 172.42.8.157 1 Edit Resolved Name 74 60834 » 80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 S
the capture of unwanted 11 14.206138 172.42.08.157 1 Apply as Filter ) e — Seq=0 Win=29200 Len=0 MSS=146@ S
12 14.218727 172.217.22.10 1 : ACK] Seq=0 Ack 1 Win=60192 Len=cllll
packets. : s PR R . Prepare a Filter 4 Mot Selected . . PR e
\. J Conversation Filter » ...and Selected
’ 1 Frame 3: 60 bytes on wire (480 bits), €@ by Colorize Conversation 4 ...or Selected
Ethernet II, Src: LcfcHefe_7a:4b:17 (e8:6a: " " e :48:d@)
H H Hr ...afd Not s>electe
Filters are logical conditions Internet Protocol Version 4, Src: 172.42.8. °
: : Transmission Control Protocol, Src Port: 1¢ — ' e
that are applied using &&, ||, :
e dl= 78 32 1b d7 48 do e8 6a 64 7a 4b 17 @8 Copy D
=,and := 00 29 ae 6c 40 00 80 @6 ¢4 17 ac 2a 00 . - ,
tocol Preferences
Brackets can also be used. 86 17 41 d4 00 50 96 16 <9 1f 18 5b ff ro
©3 ff 6a 9e 00 00 00 €0 0O 60 90 00 Decode As...
.
o Show Packet in New Window
(O ¥ HTTP Sample.cap Packets: 31 - Displayed: 31 (100.0%) Profile: Default

~ =
"



Introduction to Wireshark

Wireshark Filters

Wireshark includes many display filters. The following table lists some useful ones.

— Logical Port Groups

Filter Data

Protocol Name Find a match for packets using a specific protocol (i.e. icmp, arp, http, dns).
ip.addr == 10.0.0.3 Find a match for this address on the source and destination.

ip.dst 1=10.0.0.2 Find all matches that are not this destination.

ip.src 1=10.0.0.3 Find all matches that are not this source.

tcp.port == 25 && tcp.port == 80 Find packets that match both specified port numbers in TCP.

udp.port == 53 | | udp.port == 69 Find packets that match one of the specified port numbers in UDP.

udp.dstport == 25 Find packets that match a specific port number on the destination in UDP.




Introduction to Wireshark

Following Traffic

After capturing traffic and
filtering, stream inspection
can be done.
Streams are collections of
packets from the same
conversation.

>

Left-click a packet to choose
the option to follow a stream,
which can be TCP, UDP, or HTTP.

Unless traffic is encrypted, it
should be readable.

— Wireshark

M Wireshark - Follow HTTP Seam (tep.stream eq 3) - HTTP Sample.cap

POST flogin-form{ HTTP/1.1

Host: ww.demo,amitjakhu,com

User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:60.0) Gecka/20100101 Firefox/60.0
Accept: text/htmi,application/xhtrl-+xmi, application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-USen;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.demo.amitjakhu.com/login-form/

Content-Type: application/x-www-form-urlencoded

Content-Length: 45

Connection: keep-alive
Upgrads-Insecure-Requests: 1

fionkep |- A3 1234568sub
Content-Type: text/html
Transfer-Encoding: chunked

Connection: keep-alive

Keep-Alive: imeput=15

Date: Sat, 20 Apr 2019 18:05:05 GMT
Server: Apache

Last-Modfied: Sat, 15 Aug 2015 20:17:57 GMT
ETag: W/"beb-51d5f43a79d35"
Content-Encoding: gzip

it=LoginHTTR/1.1 200 OK

<IDOCTYPE hitml PUBLIC "-//W3C//DTD XHTML 1.0 T
<html>
<head>

N "http://s

= — -
LOGIN FORM
by: Amit Jakhu

www.amitjakhu.com

<I-META—>
<meta http-equiv="Content-Type" content="text/html; charset—utf-8" />
<title>Login Form</tide>

<!-STYLESHEETS->=
<link href="css/style.css” rel="stylesheet” type="text/css" />

<I-5CRIFTS-->
<script type="text/j
<|--Slider-in icons-->
<script type="text/javascript">
%(document).ready{function{) {
$(".username”). focus{function() {
4(".user-icon").css("left", "-48m");

ipt" src="http:/{ajax.googl flibs/jquery/1.2.6/jquery.minjs"> </script>

11

Cookie: __utma=262906265.1434024791.1555783272.1555783272.1555783272.1; __utmb=262906265.2.10.1555783272;

__ utmc=262906265; _ ubtmz=262906265.1555783272.1.1 utmesr={direct) | utmeon=(direct) | ustmemd={none); _ utmt=1

w3.ong/ TR xhtml1/DTD/xhtmlL-transitional.ded">

w

2 chent ks, 2 server gk, 3 furm.
ETE e e P v
Fnd:

Show and save data as |ASCI e
| [Fndnz= |

Flter Ot This Stresm Pint | | Saveas.

Back

ckee || e
[
.J
L )
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Introduction to Wireshark .
Encrypted Traffic

— Wireshark \

M Wireshark - Follow TCP Stream {top.stream eq 0) - 55H Sample.cap — =] X
S5H-2.0-0OpenSSH_7.9p1 Debian-9 o
55H-2.0-0penSSH_7.9
o n5. +9A.

curve25519-sha256,curve? 551 9-sha2 56@libssh.orgecdh-sha2-nistp2 56,ecdh-sha2-nistp384,ecdh-sha2-nistp52 1, diffie-hellman-group-exchange-sha2 56, diffie-hellman-group1 6-sha512 diffie-hellman-group18-sha51 2, diffie-hellman-groupi 4-sha2 56, diffle-hellman-
groupl4-shal,ext-info-c...fecdsa-sha2-nistp256-cert-v01@openssh.com,ecdsa-sha2-nistp334-cert-v01@op h.com, ecdsa-sha2-nistp521-cert-v01@openssh.com,ssh-ed25519-cert-vD 1@openssh.com,rsa-sha2-512-cert-vl 1 @openssh.com, rsa-sha2-256-cert-
vD1@openssh.com,ssh-rsa-cert-v 1@openssh.com,ecdsa-sha2-nistp2 56, ecdsa-sha2 -nistp384, ecdsa-sha2-nistp5 21, ssh-ed25519, rsa-sha2-512, rsa-sha2-256,ssh-rsa. . Ichacha20-poly 1305@openssh.com, aes128-ctr, aes192-cir, aes256-ctr, aes 1 28-
gemi@openssh.com,zes256-gcm@openssh_ com....lchacha20-poly1305@opensch.com, aes] 28-ctr, aes192-ctr, aes256-cir, aes1 28-gem@openssh.com, aes2 56-gcmi@openssh.com. .. .umac-64-etm@openssh.com, umac-128-etmi@openssh.com, hmac-sha?-256-
etm@openssh.com, hmac-sha2-512-etm@openssh.com, hmac-shal -etm@openssh.com,umac-6H@openssh.com,umac-128@openssh.com, hmac-sha2-256,hmac-sha2-512 hmac-shal....umac-64-etm@openssh.com, umacizs etmi@openssh.com,hmac-sha2-256-
etm@openssh.com, hmac-sha2-512-etm@openssh.com, hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com, hmac-sha2-256,hmac-sha2-512 . hmac-shal....none,zlib@openssh.com,zlib. ...none, h.com, zlib.
4...W%....L.... ...Ccurve25519-sha2 56, curveZSSlB—shaZSﬁ@llhﬁh org,ecdh-sha2-nistp256,ecdh-sha2-nistp384, ecdh-sha2-nistp521, diffie- hellman-group-exchange-sha2 56, diffie-hellman-group16-shas12, diffie-hellman- grDuplB sha512,diffie-hellman-group14-
shaZSﬁ,dIl’ﬁE—heIlman—gmupM—shal Arsa-sha?-512, rsa-cha?-256, sch-rea, acdsa-shaz-nistp2 56,5ch-ed25519. _Ichacha20-poly1305@opensch.com,aes 1 28-cir, a05192-cir, 2es256-ctr, aes 1 28-gemi@openssh..com, aes256-gem@openssh.com. . Ichacha20-
poly1305@openssh.com,aes1 28-ctr, aes192-cir, aes256-ctr,aes1 28-gem@openssh.com, aes256-gemi@openssh,.com... . umac-64-etmi@openssh.com,umac-128-etm@openssh.com,hmac-sha2- 256-etm@openssh.com hmac-sha2-51 2-etmi@openssh.com, hmac-shal -
etm@openssh.com,umac-e4@openssh.com,umac-128@openssh.com,hmac-sha2-256, hmac-sha2-512, hmac-shal....umac-64-etm@openssh.com, ummac- 128-etm@openssh cofm,| hn'acshaz 256-etm@openssh.com, hmwsha? 512- etm@openssh com,hmac-shai-
etm@openssh.com,umac-G4@openssh.com,umac-128@openssh.com,hmac-sha2-256, hmac sha2-512, hmac-shal....none, zlib@openssh.com....none, Com. pim..pd.|R....... 74 ] endsa-shaz-
nistp256.....nistp256...A___li.h...OlbSA._ 3K WI.1Gz.<.._H..m...._wW-g..d.. ZNo.<_.. L.
¢ .acdsa-shad-nistp256._H... LnH..J.{.0..{5.0.

K E hpo

Encrypted traffic will not be
readable, and will appear as
non-meaningful characters.

~7J20.b.9. M. =.....hgMW.R.e..Q2Cg,&5..

G AT N W c=FO s pb=_].a... M. *0[ <. qQ. ~G.da. . W+ . $b=ti=P_vx. . " TW F. L.M3. Je aHxvwl_ 5+.* v.y:uyglbf
f1 r.nd 5 r 7ar -..E.B. z .. B E. flOn+. sgl. +gEU..Qaxz ..~
K{7x..... | P2 \."Jg} ~ @ b4 H.m,GS.CLHY PN LB
EIE .M
v+8.{[.1D.1].% UM B.w' bt sl.2 8 Rl . 8VSIE[0 c_| *S' M.s.tx(n.~.1.27. )N .8t (..=3C. 0.

7 q@s..PE.. hf.... Ooflx. x5.2.|.)e+{D..
~0.R

.g).6. Fykﬂ d.
e e 21 L
0. .

[ C.T
oY T RV SO N O T

W,
2L YR e BT LD
p 2P

dK.....>H..~¥\......30.~.1...
-Ok... Lu‘.,&.\,,d.szs.,AT

..B|.2.1a....8.... hiG..P.+...
W
Packmt 8. 23 chant e 19 narvar pbtn, J7 turre, (ick & melact.
Entire conversation (5965 bytes) - Show and save dota as | ASCI - streamm [0 3]
Fnd: | [Fnd sz |
Fiter QA This Stream Pint | | Saveas Back ckee || e




The Cisco 10S

LAB NET-02-L1

Network Examination with Wireshark
30-60 Min.

Mission

The objective of this lab is to learn how to use Wireshark
and how computers encapsulate and send data.

Steps

® Become familiar with Wireshark.
® Examine live Network.

® Capture and analyze.

Environment & Tools Related Files
® Windows7/8/10 ® Lab document

® Wireshark Installation file
® Web Browser
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ARP and Encapsulation

ARP

— Address Resolution Protocol

If a device wants to communicate with another device on the same
LAN, it must encapsulate the MAC address of the destination device.

To get the MAC address, it uses a protocol called ARP, that resolves a
logical address (IP) to a physical address (MAC), and saves the results
in the host ARP cache.

ARP operates in Layers 2 and 3 of the OSI model.
Every Layer 3 device uses ARP.

Switches make forwarding decisions based on the physical address of the frame.




The ARP Process

- — ARP Process
Scenario: Host A wants to communicate with m S
host B. Host A knows host B’s IP address but

not its MAC address.

>
=
Step 1 - Host A sends an ARP Request to all hosts on & %
the network (Broadcast), with Host B’s IP as the Qg,& z 'r'én
destination MAC, requesting its MAC address. vgg @ & - "G:,},
2 :
|

Step 2 - The switch forwards the ARP request
to all ports. | I

o]

Step 3 - Host B recognizes the IP address in the
request, so it performs an ARP reply, in which it lists ( /| ) ( 3 { |
its own MAC address. ARP Table:
Host IP MAC
Step 4 - Host A receives the ARP reply and saves B 10.0.0.2 | B:B:B
host B’s MAC address in the ARP cache, together c 10003 | NA

with Host B’s corresponding IP address.




ARP Table (Cache)

Command
{i;ry>-—a

The ARP table or cache is stored in
the RAM of the device.

The ARP contains three parameters:

* Destination host IP

* Corresponding MAC of that host

* Entry source MAC learned
automatically or manually

arp —a and arp —g display the
host ARP table.

Show arp displays a Cisco device
ARP table.

— ARP Table

Interface:

10.71.0.
10.71.
10.71.

224.0.
224.0.
239.255
255.255.

%)
%)
224.0.0.
%)
%)

C:\Windows\system32>arp -a

10.71.0.110 --- ox17

Internet Address Physical Address

100 90-7c-ac-a%-a2-cS

.104 64-cc-24-96-8b-e0
.255 ff-ff-ff-ff-ff-ff

22 01-00-5e-00-00-16

.251 01-00-5e-00-00-fb
.252 01-00-5e-00-00-fc
.255.250 01-00-5e-7f-ff-fa

255.255 £F-ff-Ff-ff-ff-ff

Type
dynamic
dynamic
static
static
static
static
static
static

</>
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Addltlonal ARP Commands

— CMD ARP Commands

arp —d deletes the host ARP
table.

arp —s adds a static entry to
the ARP table that resolves to
a specific IP address.

Note: Static ARP helps reduce
the risk of ARP spoofing
attacks.

arp inet_addr — defines a
specific IP address.

arp eth_addr - defines a
specific MAC address.

C:\Windows\system32>arp -d

C:\Windows\system32>arp -s 10.0.0.2 00-aa-bb-11-22-33

</>
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ARP and Encapsulation

Terminology

Headers & Trailers Encapsulation _

r

[

Headers and Trailers are
control data added by
protocols to the beginning
and end of each data unit, in
each layer.

For example, IP packages
the logical source and
destination address in an
IPv4 header, and adds it to
the data unit in the Network
Layer.

-

[

Adding Headers and Trailers
to data is called
encapsulation. Processing
them and removing them is
called decapsulation.

Depending on the
communication type,
protocols in each layer add
the correct header to the
data unit.

=)

PDU
Protocol Data Unit is a piece
of information added to or

removed from a layer of the
OSI model.

PDU consists of protocol-
specific control information
and user data.

Examples are segments,
packets, and frames.

iy
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